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ha manager 2O0€A
. B/—ROIE3R% DB ((&4%- B

zabbix=f# select * from ha_node;

ha_nodeid | address | port | lastaccess | status | ha_sessionid
—————————————————————————— e

ckvupwi8n0001rwnxvdIwfvOs | Zabbix server #3 | 133.137.175.151 | 10051 | 1636696278 | 0 | ckvvx4pae0000f9nxezi9hczg
ckvupsmeq0001egpvks|6¢5ih | Zabbix server #2 | 133.137.175.28 | 10051 | 1636710640 | 1 | ckvupys780000temn jy04t2pb
ckvupihk70001z8mkpwbcgOuld | Zabbix server #1 | 133.137.175.61 | 10051 | 1646708964 | 3 | c108vj7000000r6mko j1ie0k3

e fil)— RO R ZESLR
 Active J—RHUVVR0 or —TERRI/\— e — MNMESZTER)
= B./—R% Active ELTITAILA =N
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ERRINUIERI VI ) — RREIEH]S (ED)— OS5 IEMCMIFEERT])

 Active J—RHIEFIENLBVEES
o JTIA)A—)CGELERRE] (TIAIBLD) (GETBE Tl
o EIERFREIFZEZICOINHIDRATINA )— RH 5| EFhE

« T A—)CEZRRFRE (. 52594 A0V RIBESTE

# zabbix_server -R ha_set_failover_delay=2m
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HA 95 ASDEETE — Zabbix server

« /etc/zabbix/zabbix server.conf
« HANodeName (CJ)—R&%STE
COINIA—INEZRTESINTAE Zabbix server (& HA E—R(CR3

HANodeName=Zabbix server #1

« NodeAddress (C/—R7RLA%ESTE
JOY I RO 795747 ) — Rz 20 FI F

NodeAddress=133. 137. 175. 61

« DBHost (C[AEIU DB Z3&E
£ )—RICE—0 DB #&i8&E3

© 2022 SRA OSS, Inc. Japan 39



@ SRA0SS,INC.

HA 95 A9D&EE — 70 MI2R

 /etc/zabbix/web/zabbix.conf.php
« $ZBX_SERVER & $ZBX_SERVER_PORT #IJX> K7~

// $ZBX_SERVER

// $ZBX_SERVER_PORT

4 )
IRFEDT7I574T)—RD IP 7RLUX, h— N DB hSEUE
Zabbix server CEICJOV NI REHE I ANERU
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HA 95 A9 DE%E — Zabbix agent

« /etc/zabbix/zabbix_agent.conf
- )Ny J
« Server J\SA=HC2/)—-ROT7RLAZAINXVIDTERTE

Server=133.137.175.61,133. 137.175. 28, 133. 137. 175. 151

« 79547
« ServerActive J\oX—5(CE /- ROV RUAZEZIOYXVIDTEETE
(Zabbix 6.0 DB TE TS IE)

ServerActive=133.137.175.61;133. 137. 175. 28;133. 137. 175. 151
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HA 935 A5 DE%E — Zabbix proxy

 /etc/zabbix/web/zabbix_proxy.conf
« )Ny J
« Server J\SA=HCE2/)—-ROT7RLAZAINXVIDTERE

Server=133.137.175.61,133. 137.175. 28, 133. 137. 175. 151

« 79547
e Server \oX—=4(CE)—-RO7RLZAZEZIOYXVIDTEETE

Server=133.137.175.61;133. 137.175. 28;133. 137. 175. 151
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e [SATFABHRIDVADTYH
« HA 735 Z5DIREEE LT ) — RDIREE

« ha_status 7>/ A3>M-)IVATZ 3>
- & /)—RMDIREE (zabbix_server.log (CH17)

- zabbix[cluster,discovery,nodes] 1>9—F IV 7147
« &% /—FRDIRRE (JSON H21()
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&l FELZR BE7OEZNS0ERE AT—HZ
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ha_status 94 Ad> M=)V AT 3>
- EAEH AL zabbix_server.log (& —ROIRREZ TS

#t zabbix server -R ha _status
Failover delay: 60 seconds
Cluster status:

# ID Name Address Status Last Access
1. ckvupihk/70001z8mkpwbcgOu3 Zabbix server #1 133.137.175.61:10051 active Os

2. ckvupsmeg0001egpvksl6chbih Zabbix server #2 133.137.175.28:10051 standby 1s

3. ckvupwi8n0001rwnxvdlwfvOs Zabbix server #3 133.137.175.151:10051 stopped 8m 12s
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zabbix][ cluster,discovery,nodes]

« & /)—ROIEHZ JISON I CTHS
e id A
[
* Name {
. stat "id":"ckvupihk70001z8mkpw5cg0u3",
Status "name":"Zabbix server #1",
« 0: standby "status":3,
o - "lastaccess":1636623048,
1: StOppe.d "address":"133.137.175.61:10051",
* 2: unavailable "db_timestamp": 1636623050,
« 3: active "lastaccess_age":2
- lastaccess (R#&77ABEA Unixtime) b
« address ]
« db_timestamp (GRTEEFXI Unixtime) N /

lastaccess_age (&R 7ITANSDIFEEF)
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ATUYRNI LAY
« 8 Zabbix server /—R(% DB OALiES
- DB EDIEENUINEISE(CE Standby (CEHEITIE

Active = Standby Standby = Active

ZABBIX
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DB U5 A51E
 Zabbix server OFFHITET—IXN—-AD HA (FEFNL

- TERBDY — R\ -F4&0 ; AT THEHET HA
DIARFYVINIIT7I8EZFIFATSD | | serverx® Servergl®

e o o o = = = = = = = = = - - = - - - - - - - - - - - ————
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Zabbix server ® HA J5ASHBED ==
« SNMP REFETO Zabbix server J—REIBIETEBISIENTE

« J7A7IA=)ILEETD Zabbix server J—REBIETEBRLIIEHTE

» Zabbix proxy ® HA #ge(d Zabbix 6.4 TEETIE

© 2022 SRA 0SS, Inc. Japan 50



@ SRA0SS,INC.

A=T2Y=REEBIC

@

SRA 0SS,INC.




@ SRA0SS,INC.

Appendix
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Pacemaker/Corosync/DRBD ZFIHUJ=
Zabbix Active/Standby 5 X4 5EHI
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. VIP
RIS L 192.168.1.100 J
/~~~"~~-____’
¢ OS: CentOS 8 TR EE
zabbix-server0O1 zabbix-server02
« Software: 192.168.1.11 192.168.1.12
. Zabbix 6.0.4 o n
« PostgreSQL 14
. Web H—/W T kT 7 = =
R ginx
« PHP-FPM
« ISRHVYTNITT O @ O @
- Pacemaker (g‘? (@
« Corosync
e JOVOTFI)I\A AL T U —23>
. DRBD
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Zabbix DA 2 A b—)LEB XUERE
+ ./ — RT Zabbix DLRS NUZEA > h—)L

# dnf install https://repo.zabbix.com/zabbix/6.0/rhel/8/x86_64/zabbix-release-6.0-1.el8.noarch.rpm

# dnf clean all

+ ./ — RT Zabbix H—/{& IO T > REA R =)L

# dnf install zabbix-server-pgsqgl zabbix-web-pgsql zabbix-nginx-conf
# systemctl disable zabbix-server

1) — R Zabbix Y —/\®D SourcelP /\5 A —~% VIP (CE%TE

°
=)

# vi /etc/zabbix/zabbix_server.conf

SourcelP=192.168.1.100
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Nginx 3 KU PHP-FPM D5STE
m_/ — KT Nginx & PHP-FPM Zz1 > X b—JL

:|

# dnf install nginx php-fpm
# systemctl disable nginx

# systemctl disable php-fpm

e ]/ — KT Nginx DRE T 7 1)L =imEE

# vi /etc/nginx/conf.d/zabbix.conf
listen 80;
server_name 192.168.1.100;

e M/ — RC PHP-FPM D% E T 7 1) Zim&E
# vi /etc/php-fpm.d/zabbix.conf

php_value[date.timezone] = <your timezone>
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Pacemaker. Corosync W1 > A M=)l - 83
mj_/ — R"C Pacemaker 3 KU Corosync Z2-1 > A =)L

# dnf --enablerepo=HighAvailability install pacemaker corosync pcs
# systemctl start pcsd
# systemctl enable pcsd

:|

1. — RTIRARNEEIP 7 RURDBDIT=ZRTE

# vi /etc/hosts

°
?II

192.168.1.11 zabbix-serverQ1
192.168.1.12 zabbix-server02
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Pacemaker. Corosync D:S%E
« DT RE J— N HEGR

[zabbix-server01] # passwd hacluster
[zabbix-server01] # pcs host auth ¥
> zabbix-server01 zabbix-server02 ¥
> -U hacluster

Password: <hacluster’s password>

« DS XAtV N7wWw T

[zabbix-server01] # pcs cluster setup zabbix-cluster ¥

> zabbix-serverQ1 zabbix-serverQ2
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@ SRA0SS,INC.

=JL r===

Pacemaker. Corosync D:xiE
« TSR %ZHCE)

[zabbix-server01] # pcs cluster start --all
[zabbix-serverQ1] # pcs cluster enable --all
« STONITH B KOT A —S LU > —Zfsh1t

[zabbix-serverQ1] # pcs property set stonith-enabled=false

[zabbix-serverQ1] # pcs property set no-quorum-policy=ignore
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Pacemaker. Corosync 0Dz
« IS RSFDINREEF T WD

[zabbix-server01] # pcs cluster status
Cluster Status:
Cluster Summary:
* Stack: corosync
* Current DC: zabbix-server01 (version 2.0.3-5.el8_2.1-4b1f869f0f) - partition with quorum

* Last updated: Wed Oct 14 14:01:44 2020
* Last change: Wed Oct 14 14:00:30 2020 by hacluster via crmd on zabbix-serverO1
* 2 nodes configured
* 0 resource instances configured
Node List:
* Online: [ zabbix-server01 zabbix-server02 ]

PCSD Status:
zabbix-server01l: Online
zabbix-server02: Online
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DRBD D1 > A M=J)L
e/ —RTCTDRBD Z1 A =)L

'I_

# dnf install elrepo-release

# dnf install kmod-drbd90 drbd90-utils
# systemctl enable drbd
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DRBD D3%7E

«@_/— RT DRBD UY—RX%Z&E
# vi /etc/drbd.d/drbdO.res
resource drbd0 {
protocol C;
disk /dev/sdb1;
device /dev/drbdO;

meta-disk internal;
on zabbix-server01 {

address 192.168.1.1:7789;
by

on zabbix-server02 {
address 192.168.1.2:7789;
by




@ SRA0SS,INC.

DRBD D&%7E
* DRBD DA 55 —5%Z{ERK

[zabbix-server01] # drbdadm create-md drbdO
[zabbix-server02] # drbdadm create-md drbdO

« DRBD % cE)

[zabbix-server01] # drbdadm up drbdO
[zabbix-server02] # drbdadm up drbdO

© 2022 SRA OSS, Inc. Japan 63




@ SRA0SS,INC.

DRBD D3%7E

« DRBD DARREF T v
[zabbix-server01] # drbdadm status drbdO

drbdO role:Secondary
disk:

zabbix-server02 role:Secondary
peer-disk:
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@ SRA0SS,INC.

DRBD D3%7E

« DRBD DI[EJHA

[zabbix-server01] # drbdadm primary --force drbdO
[zabbix-server01] # drbdadm status drbdO
drbdO role:Primary
disk:UpToDate
zabbix-server02 role:Secondary
peer-disk:UpToDate

[zabbix-server01] # drbdadm secondary drbdO
[zabbix-server01] # drbdadm status drbdO
drbdO role:Secondary
disk:UpToDate
zabbix-server02 role:Secondary
peer-disk:UpToDate




@ SRA0SS,INC.

DRBD D3%7E

« J7AIZAFTIAER TS bIR1 > NEVERK
[zabbix-server01] # mkfs.xfs /dev/drbd0
[zabbix-server01] # mkdir /mnt/drbd
[zabbix-server02] # mkdir /mnt/drbd

« JT7AIVZATLZY T N
[zabbix-server01] # mount /dev/drbd0 /mnt/drbd

[zabbix-server01] # drbdadm status drbdO
drbdO role:Primary

disk:UpToDate
zabbix-server02 role:Secondary
peer-disk:UpToDate
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@ SRA0SS,INC.

PostgreSQL D1 > A P—ILE KV EEE
M/ — RC PostgreSQL =1 > X b—JL

# dnf install postgresql-server

# systemctl disable postgresql
« DB O —H5 5« L hUZEVER

[zabbix-server01] # mkdir /mnt/drbd/pgdata
[zabbix-server01] # chmod 700 /mnt/drbd/pgdata

i

[zabbix-server01] # chown postgres:postgres /mnt/drbd/pgdata
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PostgreSQL DESTE
« DB OF—455 1 LU U ZHAE S KU PostgreSQL Z it &)

[zabbix-server01] # sudo -u postgres initdb -D /mnt/drbd/pgdata ¥
> --encoding=utf8 --no-locale
[zabbix-server01] # pg_ctl -D /mnt/drbd/pgdata start

« Zabbix DB Z={ERk

[zabbix-server01] # sudo -u postgres createuser --pwprompt zabbix
[zabbix-server01] # sudo -u postgres createdb -O zabbix zabbix

[zabbix-server01] # zcat /usr/share/doc/zabbix-server-pgsql/create.sql.gz ¥
> | sudo -u zabbix psql zabbix




@ SRA0SS,INC.

Pacemaker DU Y —AHTE

« J7AIL AT LB KU PostgreSQL %
Pacemaker (CUYN) — AENTE

[zabbix-server01] # pcs resource create filesystem ocf:heartbeat:Filesystem ¥
> device=/dev/drbd0 directory=/mnt/drbd fstype=xfs ¥
> op monitor interval=10s --group db-group

[zabbix-server01] # pcs resource create pgsql ocf:heartbeat:pgsql ¥
> pgctl=/bin/pg_ctl psql=/bin/psqgl pgdata=/mnt/drbd/pgdata ¥
> op monitor interval=30s --group db-group




@ SRA0SS,INC.

Pacemaker ®UY —XES7E
« VIP. Nginx. PHP-FPM 7 Pacemaker (CUY — A E%TE

[zabbix-server01] # pcs resource create vip ocs:heartbeat:IPaddr2 ¥
> [p=192.168.1.100 cidr_netmask=24 ¥
> op monitor interval=5s --group zabbix-group

[zabbix-server01] # pcs resource create nginx ocf:heartbeat:nginx ¥
> configfile=/etc/nginx/nginx.conf ¥
> op monitor interval=30s --group zabbix-group

[zabbix-server01] # pcs resource create php-fpm systemd:php-fpm ¥
> op monitor interval=30s --group zabbix-group




@ SRA0SS,INC.

Pacemaker OUY —XA55TE
« Zabbix Y — /(% Pacemaker (CUYN) — XE%TFE

[zabbix-server01] # pcs resource create zabbix-server systemd:zabbix-server ¥

> op monitor interval=30s --group zabbix-group

db-group zabbix-group

filesystem PostgreSQL VIP Nginx

PHP-FPM Zabbix-server
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Pacemaker ®OUY—XA5ETE
«c UN—-XT)L—TD T—=3 = ERTE

[zabbix-server01] # pcs constraint colocation add zabbix-group ¥
> with db-group INFINITY

c UV —=RI)I—T DA -4 —HlfZEE

[zabbix-server01] # pcs constraint order filesystem then start pgsql

[zabbix-server01] # pcs constraint order db-group then start zabbix-group

Resource start/ order
db-group zabbix-group

. VIP Nginx
Filesystem ~: PostgreSQL ‘i Zabbix-

PHP-FPM
server
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Pacemaker OVUY —X5SETE
e N —XDIAREF T WD

[zabbix-server01] # pcs status

Node List:
* Online: [ zabbix-server01 zabbix-server02 ]

Full List of Resources:
* Resource Group: zabbix-group:
* Vvip (ocf::heartbeat:IPaddr2): Started zabbix-server01
* nginx  (ocf::heartbeat:nginx): Started zabbix-serverO1
* php-fpm  (systemd:php-fpm): Started zabbix-server0O1
* zabbix-server  (systemd:zabbix-server): Started zabbix-server01
* Resource Group: db-group:
* filesystem (ocf::heartbeat:Filesystem): Started zabbix-serverO1
* pgsql  (ocf::heartbeat:pgsql): Started zabbix-serverO1




@ SRA0SS,INC.

Pacemaker ®OUY—XA5ETE
« N —XDHFNTF TV

[zabbix-server01] # pcs constraint list
Location Constraints:
Ordering Constraints:
start filesystem then start pgsqgl (kind:Mandatory)

start db-group then start zabbix-group (kind:Mandatory)

Colocation Constraints:
zabbix-group with db-group (score:INFINITY)

Ticket Constraints:




@ SRA0SS,INC. mﬂ

Pacemaker ®OUY—XA5ETE
c JTAILA—I\EFZ

[zabbix-server01] # pcs node standby zabbix-serverO1
[zabbix-server01] # pcs status

Node List:
* Node zabbix-serverQ1: standby
* Online: [ zabbix-server02 ]

Full List of Resources:
* Resource Group: zabbix-group:
* fip (ocf::heartbeat:IPaddr2): Started zabbix-server02
* nginx  (ocf::heartbeat:nginx): Started zabbix-server02
* php-fpm  (systemd:php-fpm): Started zabbix-serverQ02
* zabbix-server  (systemd:zabbix-server): Started zabbix-server02
* Resource Group: db-group:
* filesystem (ocf::heartbeat:Filesystem): Started zabbix-server02
* pgsqgl  (ocf::heartbeat:pgsql): Started zabbix-server02

[zabbix-server01] # pcs node unstandby zabbix-serverO1




@ SRA0SS,INC.

&Rk

 Zabbix %E/\w 277w JEERY —)L
« https://enterprise.zabbix.co.jp/documents/zabbix-backup-sync

« RedHat 8: Configuring and managing high availability clusters

» https://access.redhat.com/documentation/en- | _
us/red hat enterprise linux/8/html/configuring and managing high
availability clusters/index

 Pacemaker
 https://clusterlabs.org/

» Corosync
e http://corosync.github.io/corosync/

« DRBD
« https://www.linbit.com/drbd/
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