@ SRA0SS,INC.

0SS EMRYVIrox7
Zabbix, Prometheus

DA

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved.



@srAOSS,INC. B 24391

ZHi: B EF&E(Yoshiharu Mori)
Y-mori@sraoss.co.jp

FifE:SRA OSS,Inc.BAX #t
AR IL—7

BN

e PostgreSQLLISLDOSSEHED HR—k4d
SN T DOBEE. QAVYILTAVT

o JIL—TH#riE

- B

CERTIFIED

kubernetes
ADMINISTRATOR

ZABBIX

PREMIUM PARTNER

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 2



@SRAOSS,INC. A

1. Zabbix[Z2DUL\T

2. Prometheus|ZDOUL\T

3. Zabbix & Prometheus M3
»  ESIEAN) YO RER

4. Zabbix & Alertmanager M
« EHMDENR

i

e

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 3



@ SRA0SS,INC.

oo

WORKSHOPS
OCTOBER 12, 8:30 / 9.3
A
4 Highoel.  AlIA
e -2 -
infocom
own modull thy'
; W moorics W Zabiix mysa Elouona
EXAM g,
OCTOBER 13, .30
infocom Aourscas
Mys v
5’.."5&\:&
Highne,
aet.

Tommn

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved.



@SRA0SS,INC. Zabbix?

¢ IT AT Y—ER, 7IVr—1a DAtk
PEREEZERT OO 2—TS54AXMITHE
BRIk 7

o A—FUU—RYUTR T ELTHRENTEY.
s R AT A

e FARTIISFET7HEFIE D Zabbix LLC.

o I/ N\—2avId 40(KEM. LTS) & 44GFRA Uk
U U_;()

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved.



@RNOSSIC.  Zabbix DT —FFIF ¥

| proxy
ﬁ E":ﬁﬁﬁ; H server
E_—I < mEE — ZABBIX aall ]' ZABEIX
=3 e Y

v o BT 5
955:%%3‘-‘ 9% I
ZABBZIX '
Zabbix . ] .
agent

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 6



X
Q
2D
-
L
A
T
i
@]
-
=
5
<
5
S

I-J1 M AEER

I-S12bhER

7

rved.

Copyright © 2019 SRA OSS, Inc. Japan All rights rese



@SRA0SS,INC. [EZE (R4
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@SRAOSS,INC. 54

Local network
Zabbix server: CPU utilization
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@srA0SS,INC. Prometheus?
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@ SRA0SS,INC.

Project Services and Maturity Levels
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@SRAOSS,INC. PrometheusD 7 —FX T 05+

AWS EC2 || Azure || DNS

Prometheus #—/V

discovery
evaluation
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Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 16

exporter

EBAR




@srA0SS,INC. HF—/\Eexporter|Z22DUY T

Prometheus #—/ v exporter AMYIRZINETRII—-J1I> b

discovery
evaluation INEELTEVWANIYI AT EICexportergE A

Ex) http,postgresql,node

scraping WEB API

#exporterlZBZR3R—MESTHTTPUIIAK

HTTP Pull metrics EE5ZF
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@srA0SS,INC. exporter®iEZE

Databases HTTP
e Aerospike exporter e Apache exporter
¢ ClickHouse exporter ¢ HAProxy exporter (official)
e Consul exporter (official) * Nginx metric library
e Couchbase exporter ® Nginx VTS exporter
e CouchDB exporter ® Passenger exporter
e ElasticSearch exporter ® Squid exporter
L] L]

Messaging systems

EventStore exporter
Memecached exporter (officia
MongoDB exporter

MSSQL server exporter

MySQL server exporter (official)
OpenTsSDB Exporter
Oracle DB Exporter
PgBouncer exporter
PostgreSQL exporter
Presto exporter
ProxySQL exporter
RavenDB exporter
Redis exporter

e RethinkDB exporter

* SQL exporter

e Tarantool metric library
* Twemproxy

Tinyproxy exporter
* Varnish exporter
¢ WebDriver exporter

APls

AWS ECS exporter
AWS Health exporter
AWS SQS exporter
Cloudflare exporter
DigitalOcean exporter
* Docker Cloud exporter
Docker Hub exporter
GitHub exporter
InstaClustr exporter

OpenWeatherMap exporter
Pagespeed exporter
Rancher exporter
Speedtest exporter

Beanstalkd exporter
EMQ exporter
Gearman exporter

Mozilla Observatory exporter

Hardware related

apcupsd exporter

BIG-IP exporter

Collins exporter

Dell Hardware OMSA exporter
IBM Z HMC exporter

loT Edison exporter

IPMI exporter

knxd exporter

Netgear Cable Modem Exporter
Netgear Router exporter
Node/system metrics exporter (official
NVIDIA GPU exporter

ProSAFE exporter

Ubiquiti UniFi exporter

Logging

IBM MQ exporter

Kafka exporter

e
NSQ exporter

Mirth Connect exporter ° Confluence exporter
MQTT blackbox exporter * Jenkins exporter
RabbitMQ exporter * JIRA exporter
RabbitMQ Management Plugin exporter

RocketMQ exporter

® Fluentd exporter
* Google's mtail log data extractor
e Grok exporter

Issue trackers and continuous integration

Other monitoring systems

* Akamai Cloudmonitor exporter
e Alibaba Cloudmonitor exporter
* AWS Cloudwatch exporter (official)
e Azure Monitor exporter

® Cloud Foundry Firehose exporter
e Collectd exporter (official)
Google Stackdriver exporter
Graphite exporter (official)
Heka dashboard exporter

Heka exporter

InfluxDB exporter (official)
JavaMelody exporter

JMX exporter (official)

Munin exporter

Nagios / Naemon exporter
New Relic exporter

NRPE exporter

Osquery exporter

OTC CloudEye exporter
Pingdom exporter

scollector exporter

Sensu exporter

SNMP exporter (official)

StatsD exporter (official)
TencentCloud monitor exporter

Storage

® Ceph exporter

e Ceph RADOSGW exporter

® Gluster exporter

¢ Hadoop HDFS FSImage exporter
® Lustre exporter

¢ ScalelO exporter

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved.

Miscellaneous

ACT Fibernet Exporter
BIND exporter

Blackbox exporter (official)
BOSH exporter

cAdvisor

Cachet exporter

ccache exporter

Dovecot exporter
Dnsmasq exporter

eBPF exporter

Ethereum Client exporter
Hostapd Exporter

JMeter plugin

Kannel exporter

Kemp LoadBalancer exporter
Kibana Exporter
kube-state-metrics
Meteor ]S web framework exporter
Minecraft exporter module
OpensStack exporter
PHP-FPM exporter
PowerDNS exporter
Process exporter

rTorrent exporter
SABnzbd exporter

Script exporter

Shield exporter
Smokeping prober
SMTP/Maildir MDA blackbox prober
SoftEther exporter
Transmission exporter
Unbound exporter
WireGuard exporter

Xen exporter

18



@SRAOSS,INC. H-—/\EPushgateway.

Prometheus #—/v X NIy REPUSHUTEL S S (CRIF

discovery
evaluation

scraping WEB API

J\WFS3TEZEDOEITHER%ZPushgatewaylcPUSH

Pushgateway CIXPUSHEN L RFTEZ R TF

Prometheust—/Uh'5(EPushgateway(cx LT
F—%%PULLY D

HTTP Pull metrics

Pushgateway

HTTP PUSH H—)NEA NI A ZPUll T BIENT

IVyF3T — LZEMCERR
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@csrross,inc. WEB UI & PromQL

PrometheusY—/\h"WEB UI%ZiZ#U TS

Prometheus #—/V W 1EEDD IS IVER

discovery
evaluation

scraping WEB API

Hv>aRk—RELTIEGrafanazFI B

GrafanaldHTTPZFIAHULTH—-/\H5
AMIYIRAZHUS

Prometheus
WEB Ul

N THEE

Grafana

PromQLTT—4M#EiR. &t

(SEDSRAA TLEOT %53
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@srA0SsINC. TR A/\) BEEER

Prometheus #—/V

O

discovery

evaluation

scraping

WEB API

AWS EC2

Azure || DNS

GCP GCE

Kubernetes

OpenStack

BERARDHBE R

EHIICPrometheushY—EAF1 A HN\VU%

TLERNRZEEER

(EC2014 Y2V ADTAZNINEITIRE )
- job_name: ‘ec2sd'
ec2_sd_configs:

- region: Xxx
access_key: yyy
secret_key: zzz

\_ port: 9100

/
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@ SRA0SS,INC. =T 4 &1/ &1

Scraping LR & (S BIALIET A NUWI A D

_ PromQLICED A NYIICHU THHEREEER LT
discovery BANYIREERTICLETED

g evaluation EHEZEZU TAlertmanagerlcHTTPTPush
scraping WEB API
Alertmanager

AlertmanagerhZ(FHoiT = INIDNERSNTED.

Prometheus #—/V

INVBICEERE, SREINTEDS

(5/\‘) l“service”:"database”h'$pd 77— NMIEIBE (SEAN )

SNV env”: "staging” (HBXIZ1THRL
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@ SRA0SS,INC.

3. Zabbix X Prometheus& ® &
BSRRAR) YO XD EE
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@SRA0SS,INC. Zabbix 4.25 5 M FrikgE

74T ADRFRIUMET
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el MBEOOED S
B | B
B sEersoen R

SHEHUTS 1018
16N S 10ER
ARG LRIIT

JavaScript

NuF—z=>
EOEE
FREERS—HID
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JSONRDIS—F v
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B®DA%
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exporter HTTP
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@srA0SS,INC. exporter®iEZE

Databases HTTP
e Aerospike exporter e Apache exporter
¢ ClickHouse exporter ¢ HAProxy exporter (official)
e Consul exporter (official) * Nginx metric library
e Couchbase exporter ® Nginx VTS exporter
e CouchDB exporter ® Passenger exporter
e ElasticSearch exporter ® Squid exporter
L] L]

Messaging systems

EventStore exporter
Memecached exporter (officia
MongoDB exporter

MSSQL server exporter

MySQL server exporter (official)
OpenTsSDB Exporter
Oracle DB Exporter
PgBouncer exporter
PostgreSQL exporter
Presto exporter
ProxySQL exporter
RavenDB exporter
Redis exporter

e RethinkDB exporter

* SQL exporter

e Tarantool metric library
* Twemproxy

Tinyproxy exporter
* Varnish exporter
¢ WebDriver exporter

APls

AWS ECS exporter
AWS Health exporter
AWS SQS exporter
Cloudflare exporter
DigitalOcean exporter
* Docker Cloud exporter
Docker Hub exporter
GitHub exporter
InstaClustr exporter

OpenWeatherMap exporter
Pagespeed exporter
Rancher exporter
Speedtest exporter

Beanstalkd exporter
EMQ exporter
Gearman exporter

Mozilla Observatory exporter

Hardware related

apcupsd exporter

BIG-IP exporter

Collins exporter

Dell Hardware OMSA exporter
IBM Z HMC exporter

loT Edison exporter

IPMI exporter

knxd exporter

Netgear Cable Modem Exporter
Netgear Router exporter
Node/system metrics exporter (official
NVIDIA GPU exporter

ProSAFE exporter

Ubiquiti UniFi exporter

Logging

IBM MQ exporter

Kafka exporter

e
NSQ exporter

Mirth Connect exporter ° Confluence exporter
MQTT blackbox exporter * Jenkins exporter
RabbitMQ exporter * JIRA exporter
RabbitMQ Management Plugin exporter

RocketMQ exporter

® Fluentd exporter
* Google's mtail log data extractor
e Grok exporter

Issue trackers and continuous integration

Other monitoring systems

* Akamai Cloudmonitor exporter
e Alibaba Cloudmonitor exporter
* AWS Cloudwatch exporter (official)
e Azure Monitor exporter

® Cloud Foundry Firehose exporter
e Collectd exporter (official)
Google Stackdriver exporter
Graphite exporter (official)
Heka dashboard exporter

Heka exporter

InfluxDB exporter (official)
JavaMelody exporter

JMX exporter (official)

Munin exporter

Nagios / Naemon exporter
New Relic exporter

NRPE exporter

Osquery exporter

OTC CloudEye exporter
Pingdom exporter

scollector exporter

Sensu exporter

SNMP exporter (official)

StatsD exporter (official)
TencentCloud monitor exporter

Storage

® Ceph exporter

e Ceph RADOSGW exporter

® Gluster exporter

¢ Hadoop HDFS FSImage exporter
® Lustre exporter

¢ ScalelO exporter

ZabbixTCEAS !
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Miscellaneous

ACT Fibernet Exporter
BIND exporter

Blackbox exporter (official)
BOSH exporter

cAdvisor

Cachet exporter

ccache exporter

Dovecot exporter
Dnsmasq exporter

eBPF exporter

Ethereum Client exporter
Hostapd Exporter

JMeter plugin

Kannel exporter

Kemp LoadBalancer exporter
Kibana Exporter
kube-state-metrics
Meteor ]S web framework exporter
Minecraft exporter module
OpensStack exporter
PHP-FPM exporter
PowerDNS exporter
Process exporter

rTorrent exporter
SABnzbd exporter

Script exporter

Shield exporter
Smokeping prober
SMTP/Maildir MDA blackbox prober
SoftEther exporter
Transmission exporter
Unbound exporter
WireGuard exporter

Xen exporter
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@ SRA0SS,INC. Pushgatewayé MiE

Pushgateway&Exporteré U THEgE

/cat <<EOF | curl --data-binary @- \

http://pushgateway.example.org:9091/metrics/job/s
ome_job/instance/some_instance
# TYPE some_metric counter

some_metric{label="vall"} 42
Pushgateway # TYPE another_metric gauge
# HELP another_metric Just an example.

another_metric 2398.283

HTTP PUSH ]/ kEOF /

IV FSg37

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 27



@SRA0SS,INC. Prometheus Federation& @&

Federation
Prometheust—/\B B hExporters U CTHERE

Prometheus
)
AAzure

HTTP I-1>h ]

Prometheus

5 O

GgICI ud Platform

Prometheus
Y=/
- O

Prometheus

#_/ \ 9
kubernetes

A>TU-939R/I>7F

HELOES-SIoSiR
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@ SRA0SS,INC.

Wy

rl-ll-ul
S

4. Zabbix & Alertmanager®:
RN D EHY

4 x O

%R Zabbix 3.2((EEDFEYO—X) L&
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@SRAOSS,INC. AlertmanagernZ{Ed 45T —42 1

Prometheust—/{h5
Alertmanager(AMNX DR DT —5%2POST

ﬁ{ "labels": \
IRXF WA

{ “alertname”: “<requiredAlertName>", F UL
“<labelname>": “<labelvalue>", BV F BHHEES
o

"annotations":

{ "<labelname>": "<labelvalue>", }, I
“startsAt”: “<rfc3339>", A XF  E A

“endsAt”: “<rfc3339>",

k "generatorURL": "<generator_url>"
] /

LabelsONENZENDEEIERNT —HEREIR

Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 30




@SRADSS,INC. AlertmanagerBNZ{E3 5T —42 2

[FEZEEIH] Prometheust—/{H5
Alertmanager(AMNX DR DT —5%2POST

ﬁ{ "labels": \
TR F W78

{ “alertname”: “<requiredAlertName>",
“<labelname>": “<labelvalue>", BV F BHHEES

T

"annotations":

{ "<labelname>": "<labelvalue>", }, I
“startsAt”: “<rfc3339>", A XF  E A

“endsAt”: "2019-07-04T09:28:21.835576682+09:00",

k "generatorURL": "<generator_url>"
] /

endsAtTIEEULFAIC. [EUlabelsA/ R MHYEIRT S
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@SRAOSS,INC. Zabbix&Alertmanager®E#E 1

Zabbix®r>3>n5cur CPOST

Zabbix® <7 0% \

[{
"labels":{

"alertname":"{EVENT.NAME}", EVENT.IDZEI LT

"hostname":"{HOST.NAME}", labelsh' 1=—9(1R2%

"severity":"{EVENT.SEVERITY}",

“evnetid®:"{EVENT.ID}", ITEM.VALUEREZENT 21B
}"'temkey":"{ITEM'KEY}"' (ZannotaionsIlC ANS
"annotations":{ "lastvalue":"{ITEM.VALUE}" },

"generatorURL":
"http://ZabbixURL/zabbix/tr_events.php?triggerid={TRIGGER.ID }&eventid
={EVENT.ID}"

N /
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@ SRAOSS,INC. Zabbix&Alertmanager®E#E 2

[FEEEIR] EIBK07)>3>nM5POST

%, N
"labels":{

"alertname":"{EVENT.NAME}",
"hostname":"{HOST.NAME}",
"severity":"{EVENT.SEVERITY}",
“evnetid":"{EVENT.ID}",
"itemkey":"{ITEM.KEY}",
T
"annotations":{ "lastvalue":"{ITEM.VALUE}" },
"endsAt”:" 723> FERIF LI ZIEHIAL”,
"generatorURL":
"http://ZabbixURL/zabbix/tr_events.php?triggerid={TRIGGER.ID }&eventid

—{EVENT.ID}"
o -/
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=1L == Ty =3
@ SRA0SS,INC. A OEES

@ SRA0SS,INC.

Zabbix &#IFHREIF—

Prometheus ##|ALT=
Zabbix [ FRES R

2019/7/10
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https://www.sraoss.co.jp/event_seminar/2019/zabbix20190710seminer.pdf
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@ SRAOQSS,INC. @40 BRI

.2 Labels{“alerthname”:"DBI>—","hostname":"serverl”,”eventid”: “X"}

Zabbixh o FEiTSN-@H (EE J(EH

0 () G

B i

| |
group_wait group_interval
1@ 258 H

BEEREEEE

)L—}l/%‘lééih,f: ch_l ?§~ Copyright © 2019 SRA OSS, Inc. Japan All rights reserved. 35




@ SRA0SS,INC.

2 Labels{“alerthname”:"DBI>—","hostname":"serverl”,”eventid”: “X"}

Zabbix o FEiTSN-@H LEE J_EIH

)G o))

l

Alertmanager

| |
group_interval group_interval

o) 1 o)

)(_}1/52153*1'7‘-. Ij;J ?é!_ Copyright © 2019 SRA 0SS, Inc. Japan All rights reserved. 36




@ SRA0SS,INC.

2 Labels{“alerthname”:"DBI>—","hostname":"serverl”,”eventid”: “X"}

ZabbixMbFEITSN =@ X fEE J_1EIH

G)Gs) () Oee)

| |
3@EB ) group_interval 4@ B group_interval

)(_}1/52153*1'7‘-. Ij;J ?é!_ Copyright © 2019 SRA 0SS, Inc. Japan All rights reserved. 37




@ SRAOSS,INC. EEED A— LA

To: y—nﬁori-@sraoss.co.jp
Subject: [FIRING:1] 04 A'#H&NZELI: Zabbix server (log[/tmp/date.log] Warning)
Date: Thu, 04 Jul 2019 10:33:09 +0900

text/html (13.7KB) v |

[FIRING:1] o FhiHBAhEITNZFE LIz Zabbix server (log[/tmp/date. log] Warning)
2 alerts for alertname=0 7/HHHZINZE L7- hostname=Zabbix server

View in AlertManager

[1] Firing

Labels

alertname = O¥HiEHINELL [ AlertManager®UIN ]
eventid = 68167

hostname = Zabbix server
itemkey = log[/tmp/date. log]
severity = Warning

Annotat ions

lastvalue = 20194 7H 48 ABEH 10:24:53 JST soodMIBIC TS —DFEELFE LI, TD2

Source

——————————————————————————————————— ZabbixDAA> MNEZEIEAN ]
[1] Resolved

I_abels BEF-9 AAURU Lk e S Q Quft-+ Bswe ? 2

alertrame = OFHHEHZRE LI N R A N

eventid = 6166 LBE ki ]

_ ; hUA—OR oS>
hostname = Zabbix server o o emiisr e s .
. _ R 7abbix server 3
itemkey = logl/tmp/date. log] e PGRLE = ERs IR -
. . 103554  y-mon@sranhm.sra co jo
sever| ‘t W o= Ha ming RuE RS [Pabels™ ('alertname” "TI/Aft &3 Le" hostname”“Zabbix
' BEDEG  (Zab server logimg server”,"severity" "Wamning","eventid” "6167" "temkey" “log{tmp
% o 1d: a7, "% lue™"20194F 78 485 ARE 1024 53 JST xodiB(C
Annotat ions e
lastvalue = 20194 7H 48 ABEE 10:24:53 JST so0dily === O e T
AR NE =L+ BEARY PR " 2019107104 y-mori b Problem: OJfEAENELE RER
Source g o R s imamcdh
[{abels™ ("alertname™ "0 A 1) 213 L /=", hostname"™ "Zabbix
FHo0- 12 server” "severity" "Waming" "eventid™"6167" itemkey" “log{tmp
AEKD Idate log["),"annotations" {"lastvalue™ "20194E 7/ 45 ABIE 1024 53 JST xodIBIC
a9 IS—NRELELRE. D) generatorURL™ http /idhcp-175-141/zabbix
Nr_events php2triggerid=15991&eventid=6167"))
Sent by AlertManaser
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@ SRAOSS,INC. @ENDSilence(Za1—k)HEE

Alertmanager@QUINS@EXOINENTES

Alertmanager Alerts Silences Status  Help %E#/%7N/:#Ew5&
IDBBIBEIZIEEHEL

New Silence 0

Start Duration End

2019-07-03T04:36:51.259Z 2h 2019-07-03T06:36:51.259Z

Matchers Alerts affected by this silence.

Name Value

alertname ERRORMHD &N LIZ [J Regex w
eventid 6147 [J Regex o
hostname Zabbix server [] Regex o]
itemkey log[/tmp/date.log] [0 Regex o}
lastvalue 20194 7H 3H 7kBEH 13:36:39 JST ERROR something ! [T Regex jmj
severity Disaster [J Regex o
+
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@SRAOSS,INC. Alertmanager 95X 4

LabelsOABSHEU TCHNERCEEIT—4

Alertmanager

Alertmanager

BU\DAlertmanagerhE#EL GEANZHN1E
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@SRAOSS,INC.  HEER EFE & 8D

Zabbix Prometheus

o BERRRTEIH—N\TEE o BERINAT EIZExporterd A
o Agent"(‘ﬁﬁd)ﬂy AM—=ILLTES *Eﬁﬁ’&ﬁ&fﬁ
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. B 28 £ 48 S G 7R — ABONHERENE LAY
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@ SRA0SS,INC.

Zabb.xﬁgﬁzﬂ\‘\/ o 4, 2ABBIX DQI
@ Bicyo. Japan - AEE T Conference

JAPAN

E-AXDZabbix ~> £F 4 Zabbixtt & ZabbixBRY U1 —> 3 Y FBWEEUTHD., FEECEZLDBELI—T—(CTH
EK.WWK *iE{E/r = BOEEWTEDET, ZabbixDiHfiHA M3 (C DN, ZabbixBERY U 1 —>3 2 (CKBITRY

. Zabbix Conference Japan T— I3 RF AEEDEBEDSNEDICA> TETNET, KH>T7L VAT, ZabbixttAlEE
32CEOMAlexei VladishevDEFEE . RPR(CZabbixZEE> TWVZ1—H —D4EDS, 1RSI,
2019ZNA1SHBELF T, Zabbix%EFIF Ul S A7 LBAEERC T BEHEY Y 1— >3 Y OBNREZR T ENTEET,

MEDH> T 7 LY ROTLEIARE, SESEUTEL S,

B LAt Zabbixtt
https://enterprise.zabbix.co.jp/events/12241

@ SRA0SS,INC.

PLATINUM SPONSOR
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@ SRA0SS,INC.

CHRBEHYNESITTNFELE

ZABBIX

PREMIUM PARTNER
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