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ZABBIX BE  VU1-33>  H—ER&UM—k  hL—T35  Ji—hF—  OZaT5s  ZABBIXHEOLT

w—h/BE/

Download and install Zabbix

FOR PRODUCTION FOR QUICK FOR DEEP FOR AGENT
USE FOR CLOUDS FOR CONTAINERS DEPLOYMENT CUSTOMIZATION DEPLOYMENT

- -
AW S D I I ta | O Ce a n Install Zabbix Zabbix Zabbix Zabbix
from Container Appliance Sources Agents
Packages Images

Zabbix Cloud Images
@ Zabbix Server 4.2 C a Zabbix Server 4.2 Q Zabbix Server 4.2 3 Zabbix Server 4.2
Mysgl + Nginx Mysgl + Nginx - Mysql + Nginx Mysql + Nginx

AWS Azure DigitalOcean Google Cloud
(coming soon)

A D

Microsoft Google Cloud
Azure

Nead haln froam 7akhhiv taam?
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ZAB B | X Zabbix Code Guidelines
3.0 4.0 4.4 (current) | In development: 5.0 (devel) | Unsupported: 1.8 2.0 2.2 2.4 3.2 3.4 4.2

%
Zabbix guidelines

Coding - - -

&1 Naming Zabbix guidelines

Development process These pages contain official Zabbix guidelines with regard to:
L-Templates

= Coding
= C coding guidelines
= HTML/CSS coding guidelines
JavaScript coding guidelines
Perl coding guidelines
PHP coding guidelines
= Shell coding guidelines
Naming
= Error message style
Development process
Templates

Except where otherwise noted, content on this wiki is licensed under the following license: & CC Attribution-Noncomi|

© 2001-2019 by Zabbix SlA. All rights reserved
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vl RE{XD Zabbix Agent

VI Webhook [C&377—b

vl TimescaleDB O HR—
V] 750 TOERIBEER

vl LLD 747 LAD1ENN

vVl ARTFETALIEDENN

vl Frontend OiE

V] etc...
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ZDH%H 0(;

Zabbix Agent 2
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Magic of the new Zabbix Agent

Alexey Pustovalov
15:30 - 16:10
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C&\ M Go SETRIFENEFLL Zabbix Agent
vl IRAK(FSEBRBV IR TR — NES RS

&

YiR— R NISYNIA—LA

LR () \wr—280
M RHEL/CentOS 8
M SLES 15 SP1+
M Debian 9, 10
M Ubuntu 18.04

ENLAINEY -S> NIV E
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e - 158
7 B DS BT @{“
A FSHAUCLBIRER S @J

vl TCP 1&Z6Gc2XDHIR,

vl IR1TD Zabbix Agent OHLEE(S S THAEE
v] 1’7747?1‘1’7035’7/5,%?Bra?JZ’974 Ah'a]ge
VIIRITDTE I71 ) EEFE B HREHD
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AT 4 T7IAT

AFATHAT  AT23>

* Al

S  Webhook |+

INSA—F 235 E 74
=3
S,
URL Hll
To {ALERT.SENDTQ} Al
Subject {ALERT SUBJECT} T[S
Message {ALERTMESSAGE} Hll b

V1 X5 17947 (C Webhook hYiEN
1 NEBS AT LAEDEIENRSIDSFZI(C
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ENOTHRILRIVT R
EDEID ?
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Frontend H5 JavaScript

JavaScript

try { ~

Zabbix.Log ({4, 'Redmine webhook script wvalus="+value);

'tags": {

1

2

3

4 var result = {
3

3 'endpoint': 'Redmine’
-

[x]

b

9 params = JSCHN.parse(value),

10 req = new CurlHttEReaEest{},

11 issue = {},

12 resp;

13

14 req.AddHeader ("Content-Type: application/json');

15 vrmme AAATasAov { W Dadminac DT —Farrs deowromo cwma ol s
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LARY ADfE%ZFIATIHE

Frocess tags

Include event menu entry

* Menu entry name

* Menu entry URL

vl Process tags
= BFEDEZEFCANRD DFTSEN
vl Include event menu entry
= AN MOAZ 21— (CBIAER DU I 7ZEN
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WIJ : Redmine [CFFY N 2EER

}" £
@ 59Uy m b{-;&ybm- REDMINE

flexible project managerment

G4

endpoint: Redmine

S #
Proble n test. |
Zabbix Ad [CIEh0

LINKS 2552 - P—
skl o wa:
B - e

ai{:r wy h FEIM
am
Problem started at 17:55:10 on 2019.11.11
Problem name: Error in testlog
Hast: Zabbix server

EX U

= Original problem ID: 62
=53

Errorin cec....
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* ZAl | Redmine create ticket

H47F |Webhook |~

JISA—S 2] iE
tracker_id 4
project_id 1
api_key 376d1ad161d2710605ceb78e3e0324
description {ALERT.MESSAGE}
subject {ALERT.SUBJECT}

*ALGUT |ty |
LA LTI | 30s
Process tags |+
Include event menu entry |~
* Menu entry name | F4w b
*Menu entry URL | httpoidhep-175-108/redminelissue s{EVENT. TAGS ticket_id}

ZRAA | Creating a Redmine ticket

50 v

=3

Ell=3

Ell=3

JavaScript
1 try {
2 Zabbix.Log (4, "m webhook script value="+value);
3 var result = |
4 "tags': {
5 'endpoint': 'Redmine’
& }
7 e

B params = J3CN.parse (value),
9 reg = new CurlHttEReEgeest(),

10 issue = {},
11 resp;
12

13 req.AddHeader ('Content-Type: application/json');
14 m.l—‘mddﬁeader {"X—Redmine—-APTI-Fey: '+params. Eev:i\.,_key) H

15 issue.project_id = params.project_id;
16 issue.subject = params.subject;

17 issue.description = params.description;
18 issue.tracker_id = Em.tracker_id;
19 resp = req.Post('http://dhcp-175-108/redmine/issues.json’,
20 JSON.stringifx({“issue“: issuel)

21 )

22

23 if (m.statust) = 201) {

24 throw 'Response code: "+£Ea.3tatu5();
25 }

26

27 resp = JSCN.parse (resp);

28 result.tags.ticket_id = resp.issue.id;

25 1} catch (error) {

30 Zabbix.Log (4, "m ticket creation failed m H ‘+J30N.5tringif¥\({"issue“:
31 Zabbix.Log (4, "m ticket creation failed : '"+error);

32 result = {};

33|}

34

35 | return JSON.stringifxtresult);

645883 F A 7]

issuesl}));

All Rights Reserved©SRA 0SS, Inc. Japan

19




@& SRA 0SS, INC.

&

TimescaleDB D2 R— b



@srnoss.inc.  TimescaleDB &l ?

5% 7 —4(Z58 L) PostgreSQL

\=7

T

S SEIRH BB
055 ) g
PostgreSQL s B R517—4
’N _ H _
O el TR
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TN =REEA TN -F123Z>)

2019/11/16 2019/11/17

2019/11/18  2019/11/19

hypertable chunk
(FHF—-TI) (F7-7))

'SELECT 1> INSERT RED$T— T CRITUIIREE, BBIICTFT— TG
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PostgreSQL TimescaleDB
DELETE FROM history SELECT
WHERE hi '
itemid = xxxx AND clock < yyyy drop_chunks(zzzz, ‘history’)
x 20”16 2019/11/17

§ 2019/11/18 2019/11/19
221 TZIRZRU CHIBR F5r—JILCEHIBR
ABEREFEIN(CE VACUUM VACUUM ARE
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7' 0v957 N1 ADFA AN 3

“{#DEVNAME}":"cdrom”,
“{#DEVTYPE}":"disk”

g
1
“{#DEVNAME}":"fd0”,

“{#DEVTYPE}":"disk”
. },
{

“{#DEVNAME}":"sda”,

“{#DEVTYPE}":"disk”

vfs.dev.discovery
%,
g ! “{#DEVNAME}":"sdal”,
“{ #DEVTYPE}":“partition”

a4— °
b

v Linux OH THR—K ]
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"{#UNIT.NAME}":"zabbix-server.service",
"{#UNIT.DESCRIPTION}":"Zabbix Server",
"{#UNIT.LOADSTATE}":"loaded",
"{#UNIT.ACTIVESTATE}":"active",
"{#UNIT.SUBSTATE}":"running",
"{#UNIT.FOLLOWED}":"",
"{#UNIT.PATH}":"/org/freedesktop/...",
"{#UNIT.JOBID}":0,
"{#UNIT.JOBTYPE}":"",
"{#UNIT.JOBPATH}":"/"%},

vl Zabbix Agent 2 /D Linux O& THR—k
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JMX MBean D71 AHN\U

jmx.get[ <discovery mode>,<object nhame>]

_’Q/I\




@srnoss,inc. LLD P4 FADEDN

HIN'SS
jmx.discovery &
EDEDD ?

All Rights Reserved©SRA 0SS, Inc. Japan 28



@srAoss,InC. LLD P14 FLDENN

ObjectName="java.lang:type=MemoryPool,name=Metaspace,attr-1=hoge”
[
{
"{#IMXOBJ}":"java.lang:type=MemoryPool,name=Metaspace,attr-1=hoge",
"{#IJMXDOMAIN}":"java.lang",

"{#IMXTYPE}":"MemoryPool",
"{#IMXNAME}":"Metaspace”

¥
]

M MBean PZ0OE4% LLD ¥27041&® JSON Ti1R9

M XYJO0THR— FeNRBRVFIINZFIN DRGSR
M J\ATAHEI FEFAF—FRE
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ObjectName="java.lang:type=MemoryPool,name=Metaspace,attr-1=hoge”

$

"object":"java.lang:type=MemoryPool,name=Metaspace,attr-1=hoge”
"domain":"java.lang",
"properties":{

"name":"Metaspace’,

"type":"MemoryPool”,

“attr-1":"hoge”}

M MBean PZ0OE %7 JSON Tl
M F— (W9 D3HhRAA L LLD ¥YIODTFEEHNNE

All Rights Reserved©SRA 0SS, Inc. Japan 30



@srnoss,inc. LLD P4 FADEDN

WMI D71 AHh)I\Y

wmi.getall[ <namespace>,<query>]

o ol
.o i
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M CSV to JSON
M JSON A / XML AN / IERRFRIREAKFOIS—F VI TORMEFDOHAIVA X
M LLD =)L TERATERFRIIEDEN
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CSV to JSON

RIFEILMEDEETE

==z ]

ISA—5H

1: | G5V to JSON

v | With header row

CSV to JSON

All Rights Reserved©SRA 0SS, Inc. Japan
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CSV to JSON DJI\SA—45

FIFAILIEDEETE 230

I A—4
0 o ©o

1. | CSV 1o JSON ' With header row

e DITZNYHITET D
TUIADIETE
E UL FaXF T3 IA— e =sELTIRD
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O s00iTEAIITETS

+ | With header row With header row

[ [
{ {
IIIDII:IlllI’ ||1||:||IDl|’
ID,Host,IP “Host”:"host1”, "2":"Host"

1,host1,10.1.1.1 ‘ “IP":*10.1.1.1" "3 "IPY

2,host2,10.1.1.2 ¥, },

{ {
“ID"."2", o R
“Host”:"host2”, "2":"host1",
“1P":”10.1.1.2" "3":"10.1.1.1"

g g

]... ]...
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TYUZADIEE

ID,Host,IP P {
1,h0$t1,10111 - | ”ID":”].",
2,hOSt2, 10.1.1.2 ¥} With header row ”HOSt":”hOSt]_",
“IP”:*10.1.1.1"

i

{

IIIDI’: 112",

ID@Host@IP ) “Host”:“host2”,

1@host1@10.1.1.1 -“5'“’“’9 “IP”:“10.1.1.2"
2@h05t2@10112 @ + | With header row },

All Rights Reserved©SRA 0SS, Inc. Japan 36



@ SRA 0SS, INC. CSV to JSON

7 51+ CSV DFEIC Sep=<F1UI4¥> TH OK

[
{
“ID":"17,
“Host”:"host1”,

Sen=@ “IP":“10.1.1.1"
ID@Host@IP S(5%= %
1@h05t1@10111 - v | With header row » IIIDII.IIZII
2@host2@10.1.1.2 “Host”:“host2”.

“IP":*10.1.1.2"
Iy

]...
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vl 25(C)\SA=HE Sep= TIF/I\SA=HE

[
{
IIIDII: ”1”,
“Host”:"host1”,

Sep=| — \

ID@Host@IP AT {’
1@h05t1@10111 - @ v | With header row » uIDn.nzn
2@host2@10.1.1.2 ”Hos.t”'”’hostZ"

“IP”:*10.1.1.2"

g

All Rights Reserved©SRA 0SS, Inc. Japan
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CSV to JSON

) BRI FEFTEBDIA— MESELTRS

“ID” Host,IP
1,host1,10.1.1.1
2,host2,10.1.1.2

IS A—H

' \With header row

=

ISA—H

' With header row

=

All Rights Reserved©SRA 0SS, Inc. Japan

{
II¥IIID¥IIII: IIlII’

“Host”:“host1”,
“IP”:*10.1.1.1"

g

{
“ID":"1",
“Host”:"host1”,
“1P":*10.1.1.1"

g
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v] JSON N / XML AN / 1IERRZRIRERFOD
I5—FIvITREEFONRAINA XHMERBIEE

AT RIFELE

BEAEORE - KDY

JSA—5 HO2AT Pozay
1. | JSONHDIS—FT v v | | $.ermor v TAR HIR
KBEOHAITAZ | (B TS—%BE 0
&M Test all steps

vl
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VI LLD L=V T{EHTE3FFaiIR(ICLL T HNEN
v XML Xpath

vl CSV to JSON

vl XML NCTOIZ—F1v)

UIL—IL  REFEsHAE LDV &0

RETNEORE oy P

- | IERER
em | TFXH

0
HDREARGUT

NUF—=32
ERERE—HBLEN
SONHIDIS—F w7
XMIADTS—FT w7

BDA%

EBERNICE LRI ESERE

Prometheus
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TF¥1VF 1 DFht%REE

M Web EEHE LY HTTP 74T AIC Kerberos 25EH7h— MYENN
M BEEFEOEBEIC PSK R—2DEE{Ht— MNYEN
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I l:liE .U.il-\

>

Kerberos 2:EH

vl Web B5fR¢ HTTP I—->1

1E ]

> D

_}Jz—

oG\O

F3iE(C

SHUA  ZFvT i

HTTPEEEE

a—H—
JEADT—F

SSLE 745k
SSLACA Hi#sE
SSLEFEAZE D 7 1)L
SSLikER I 71l

SSLEkER) CAD— 1=

Kerberos

All Rights Reserv
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I T-1> MNOBEENEER T PSK X—AD

B{EHBIEE(C

—RE  JOF> B 1-H-IIL—T I1-H— AF«PH(T RHUTE Fa—

HEEix

Encryption level |v | BBS7L

v PSK
*PSKFPAFT T4 T« | PSKOO1
* PSK | aled50aifadeed5046decc914317f80

B
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Frontend DFhtk&sE

M Host availability Oi&N ¥ Operational data &=
M D421y hDOAYAIEZRIRHERE M 747 L/NA—-0sRAFRR

M bar J3J0ENN
M JS5JTOERIREER
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vl Host Avallablllty 4> 1y MYEN
V1 ZRECLDREERORILHEE R

Host availability FAED EDEEH

PRAET EDEEHR
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@sraoss.inc. 45 TY MDAYYIERR

D431V bOEE

A4—F | Host availability

‘ Show header | | ‘

-
L 2

Host availability

- All Rights Reserved©SRA 0SS, Inc. Japan 47
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@ SRA 0SS, INC. Bar ' 5JMDEN

F—Hbvbk TRATS3> BB @ A6l BE A 957
11 %
oot [l =R
RN FINEAD
88 %
gxe [ Fra000
o) B 7 E’:"ﬁ?
- 6.6 %
—
P 7 o o 4 .
4.4%
ERE ® 5
22%
Qo MRl SRRl S Rl A AR S R S S S SRR SR s l‘-l ..... BN BY IS BRI I R B DR BN S Mol alaldlals l.‘-J‘.---...

11-14 10:11 11-14 10:20 11-14 10:28 11-14 10237 11-14 10:45 11-14 10:53 11-14 11:02
= Jabbix server: CPU guest time ™= Zabbix server: CPU interrupt time == Zabbix server: CPU iowait time ™ Zabbix server: CPU nice time

All Rights Reserved©SRA 0SS, Inc. Japan 48



@sraoss,inc.  JS5TTODELHRIEL

953
1%

Aggregation function | & v

Aggregation interval | 5m

Aggregate T—Stw e R

vl Aggregation function e EE e R R B
ANY;
EE'—/J\ 7705 ™ A B

,yj -8 B B - - _—
count
sum

11-14 10:18 11-14 10:26 11-14 10:35 11-14 10:43 11-14 10:51 11-14 10:59 11-14 1108 11-14 1116
_ = = (Zabbix server: CPU utilization) = &v/]\(Zabbix server: CPU utilization)
[J

2
EATIE

NRRNNRNRNN
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M H—ESE

RUH— A4 #EFER

* 481 | High CPU utilization (over {$CPU.UTIL.CRIT}% for 5m)

Operational data

Current utilization: ITEM.LASTVALUE1}

=ESE]E]

Show operational data 3L Separately With problem name

RS « FHE #ERBE 7452 BHF HRAR BE Operational data HETHARS
11:35:13 » E% B Zabbix server ! High CPU utilization (over 90% for 5m) Current utilization: 100 % 5m 8s
Show operational data W Separately With problem name
S FElE E0sE A7—9X Bm KA L5 RO
11:35:13 = == EE Zabbix server 1 High CPU utilization {over 90% for 5m) (Current utilization: 100 %) 5m 56s
All Rights Reserved©SRA 0SS, Inc. Japan
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@ SRA oss,lnC.T»{j_-L\/ NJH—DHIAR T

V1 747/ NI —D55iEA%Z tooltop T
e ol Y

EhERTE

L

5288 | CPU utilization in %

71N

CPU utilization n 2019M11/14 11:46:13 29337 %
Mumber of CPUs  CPU utilization in % 2019/11/14 10:45:01 1
A\
MJ 71—
sHBA | For passive only agents, host availability is used with {SAGENT. TIMEQUT} as time
threshold.
RS v wElE ElarE 57— B® R EES Ak BrRArS BEREE 74

11:59:21 » BEEDOES [B= Zabbix server Zabbix agent is not available (for 3m) JEll 25 LWLE
11:35:13 = e 11:41:13 BERE Zabbix server 1 High CPU utilization (over 90% for 5m) For passive only agents, host availability is used with 3m as time threshold. 1,

All Rights Reserved©SRA 0SS, Inc. Japan
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vl db.odbc.get 7147 LADENN

VI RA M —BBEERE CIOF>05H DB
vl N —&ZFRDOTA> METRICE R
vl DNS & TOBE#EEx

VI ATATAATDIIZANR— N A > mh—

VI TOAR—RI7( )L OREE D E

vl items T—JILHhB—EB0J(— )L R%&
item_rtdata 7—J)UICEt
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